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Important 

 Gloucestershire County Council’s Internal Audit function conforms to the 
International Standards for the Professional Practice of Internal Auditing. 
 

 The information contained within this audit report is confidential and personal data herein 
is subject to data protection legislation. 
 

This report has been prepared solely for the use of Gloucestershire County Council’s auditors 
and those officers and Members named on the distribution list.  Its contents, either in part or in 
its entirety, must not be reproduced or distributed to anyone other than its intended recipients 
without the written permission of the Council’s Chief Internal Auditor. 

Gloucestershire County Council accepts no liability to any third party for any loss or expense 
arising from their reliance on any part of this report.

To:  Jon McGinty  Commissioning Director 
Wayne Bowcock Chief Fire Officer  
Jane Burns  Director: Strategy and Challenge / Monitoring Officer 
Ian Mawdsley Head of Commercial 
 
 

Copied to: Paul Blacker  Acting Director – Financial Services  
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Executive Summary 

Introduction 

 

On 15th June 2018 a letter of complaint was sent by email to the Leader of the Council.  There 
were three strands to the complaint, one concerned the sale of a Gloucestershire Fire and 
Rescue Service (GFRS) owned vehicle and the former Chief Fire Officer’s (CFO) involvement in 
the process. The other two concerns were regarding staffing issues.  It was agreed that Internal 
Audit (IA) would investigate the sale of the vehicle and Human Resources (HR) would review 
the remaining two concerns, which are included within the management review of culture. 

Shortly after commencing the investigation, numerous whistleblowing allegations and Freedom 
of Information requests in respect of other concerns relating to GFRS governance 
arrangements, procedures, systems and processes were received.  As a result, following IA 
review, research, analysis and interviews with key stakeholders including relevant GFRS 
Officers, IA co-ordinated the findings and made a number of GFRS-specific and council-wide / 
cross-cutting recommendations to undertake detailed reviews/audits within each area to 
determine the level of risk.  These reviews / audits are outlined in the Action Plan presented to 
the Audit and Governance Committee on 12th October 2018.  Progress updates against each 
review / audit included within the Action Plan are currently being provided to the Audit and 
Governance Committee. 

The purchase of goods and services should comply with Gloucestershire County Council’s (the 
Council) Contract Standing Orders, Financial Regulations, Accounting Instructions, and the 
European Union (EU) procurement regulations to ensure value for money, fair competition and 
transparency.  All tendering exercises for goods and services must be conducted electronically 
through the Council’s e-procurement system ProContract. Those involving quotations, i.e. under 
£75k spend, should also be carried out using the e-procurement system. 

Purchase Orders for expenditure should be raised through the Council’s financial system SAP. 

Procurement card expenditure is exempt from the need to raise official orders and thus 
represents a convenient and cost effective way to make low-value purchases.  However, all 
purchases must fully comply with the Council’s policies.  Between April 2016 and November 
2018 six procurement cards had been issued to GFRS management. The results of Internal 
Audit’s review of procurement cards have been reported separately to this audit report. 
 

Audit Scope 

 
The objective of this audit was to review GFRS general expenditure and procurement processes 
during the period 2014-15 to 2018-19, to provide assurance that appropriate systems and 
controls are in place and operating in practice. Specifically to ensure that: 
 
Procurement 

 Expenditure has been subject to the Council’s Contract Standing Orders, Financial 
Regulations, Accounting Instructions and EU procurement regulations.  
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General expenditure 

 Expenditure is in accordance with Council and local policies and procedures supported 
by supplier receipts, for valid business purposes, and have been correctly authorised. 

 
Key Findings 

 
Contracting / Tendering  
 
The total value of non salaried GFRS expenditure processed through SAP, as per information 
provided by Strategic Finance, was approximately £7m per year for the audit period.  GFRS 
operate a dispersed procurement model with individual officers responsible for procurement and 
contract management.  Therefore GFRS officers involved in procurement are required to be fully 
aware of the Council’s Contract Standing Orders and to utilise Commercial Services for advice 
and support on procurement / tendering exercises where required. 
 
The GFRS Assurance Statement 2017-18 was signed off by the former Chief Fire Officer and 
Acting Chief Fire Officer in February 2018, which confirmed that the Service was compliant with 
the core principle ‘A’: Behaving with integrity, demonstrating strong commitment to ethical 
values and respecting the rule of the law.  This confirmed compliance with commercial 
procedures through: 

 Gloucestershire County Council procurement process; 

 Gloucestershire County Council Commercial Assurance Board; 

 Robust contract management and monitoring; and 

 Project tracking and monitoring undertaken via the project management system VERTO. 
 
Internal Audit test results (detailed below) have however highlighted non compliance with the 
Council’s Contract Standing Orders, EU procurement regulations and Accounting Instructions 
and therefore management’s assurance statement reflected false positive assurance. 
 
A review of the Council’s contract register and a selected sample of three contracts 
(approximate values between £270,000 to £900,000) and 11 suppliers expenditure 
(approximate values from £20,000 to £400,000) for the period 2014-15 to 2018-19 (December 
2018) highlighted the following issues: 

 The Council’s Standing Orders and EU regulations have not been fully complied with 
insofar as procurement has not been processed and performed on ProContract, lack of 
evidence to confirm that current suppliers have been subject to quotations or tendering 
processes; and 

 None of the contracts or expenditure selected in Internal Audit’s sample was recorded on 
the Council’s contract register and therefore the information has not been made available 
to the general public as part of the Council’s Local Government Transparency Code 
obligations.  There are only four contracts recorded on the Council’s contract register as 
at 31st March 2019 that directly relate to GFRS. 

 (See findings one and two below for further details) 
 
The Council operates the ‘three lines of defence’ model to monitor and provide assurance to 
senior management on the organisation’s risk management framework and control environment.  
The Service area (GFRS) provides the ‘first line’ and, in this case, sourcing pools and 
Commercial Services would operate as the ‘second line’ as they provide the oversight function 
for procurement.  However, both the first and second lines of defence have not operated 
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effectively based on Internal Audit findings.  For information, the ‘third line’ of defence 
represents Internal Audit, External Audit, etc.  
(See finding three below for further details) 
 
Expenditure 
 
The Council has documented and published its policy and guidance for expenditure (Accounting 
Instructions No. 1) on Staffnet, which is available to all staff.  A selected sample of 85 items of 
expenditure totalling approximately £230,000 from the financial years 2014-15 to 2018-19 
(December 2018) was selected for review by Internal Audit to confirm that transactions had 
been coded to the correct general ledger account and that expenditure was business legitimate 
and appropriate.   
 
The review identified that 25 items of expenditure totalling approximately £60,000 were 
incorrectly coded against an inappropriate general ledger account.  Audit identified capital 
expenditure has been processed as revenue items, uniforms to furniture, equipment and tools, 
bouquets of flowers to grounds maintenance, etc.  This therefore results in a misrepresentation 
of GFRS financial expenditure reporting and a reduction in the effectiveness of budgetary 
control. 
 
Internal Audit identified a number of items of expenditure that may be classed as inappropriate 
and non legitimate business expenditure and / or inappropriate use of public money. In addition 
the Nolan Principles relating to the Seven Principles of Public Life, which are the basis of ethical 
standards expected of public office holders may not have been fully satisfied.  These included: 

 A supplier used by GFRS, who was based in Ayrshire, Scotland arranged and paid for 
hotel accommodation totalling £441.25 including Value Added Tax (VAT) for the former 
Chief Fire Officer and his partner for two nights in November 2015 to attend the St 
Andrews ball.  The expenditure was later invoiced by the supplier to GFRS and they were 
reimbursed; 

 In April 2016 the Scottish Fire and Rescue Service invoiced GFRS £300 for a St Andrews 
Ball event in 2016; 

 GFRS was charged a total of £425, which represented £25 per head catering for fire 
crews attending the four days of the 2016 Cheltenham Racecourse festival.  There is a 
lack of information to confirm which officers this relates to or whether this cost was 
recharged to the Racecourse.  In addition the Council’s policy relating to subsistence 
does not specify the financial level of subsistence that is acceptable for staff; and 

 The Principal Officers during the period of this audit (former Chief Fire Officer, Deputy 
Chief Fire Officer and previous Assistant Chief Fire Officer) were from 2015-16 to 2017-
18 frequently furnished with upgraded IPhone mobile phones on a regular basis.  GFRS 
does not currently have a documented mobile communications device policy, which 
would have provided clarity on the acceptable base models and replacement frequency 
for operational business purposes. 

(See findings four and five below for further details) 
 
Both operational and non operational support staff are in receipt of paid uniforms to allow for 
and support the corporate image.  For the period 2014-15 to 2018-19 (December 2018) 
approximately £270,000 was posted to the clothes, uniform and laundry general ledger account 
(excluding the suppliers for the Protective, Personal Equipment clothing (PPE) contract) and 
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included officers formal clothing of approximately £13,000 for 12 officers purchased during 
2017-18 and 2018-19. 
 
The National Joint Council for Local Authority Fire and Rescue Services has not specifically 
documented in the Scheme of Conditions of Service (‘Grey’ and ‘Gold’ Books) the policy on 
operational staff uniforms.  There is, however reference made in the ‘Grey’ book that the 
national terms and conditions of employment relates to uniformed employees.  In addition both 
the ‘Grey’ and ‘Gold’ books provide the option for fire and rescue services to develop and agree 
their own local scheme of arrangements.  The Council’s position (‘Green’ book) on paid 
uniforms for GFRS non operational support staff was not specific.  
 
GFRS has a documented Service Policy for Uniform, Personal Appearance and Standards of 
Dress, which was approved by the GFRS Senior Leadership Team.  However, there is no 
documented evidence that these arrangements for both operational and particularly non 
operational support staff were also formally independently reviewed and approved by 
appropriate senior Council management as part of the local scheme of arrangements.   
(See finding six below for further details) 
 
GFRS has raised appropriately 1,000 retrospective purchase orders during the period 2015-16 
to 2018-19 (information for 2014-15 was not available) totalling approximately £3,000,000, 
which reduces budgetary control and financial planning.  In addition their use bypasses the 
additional control checks performed by the sourcing pool and therefore their use should be 
minimal, i.e. in emergency cases.  
(See finding seven below for further details) 
 
Conclusion 
 
The results of Internal Audit fieldwork, testing and discussions with appropriate officers 
established that the Council’s Accounting Instructions, Contract Standing Orders and European 
Union (EU) procurement regulations have not been fully complied with. 
 
A robust contract management and monitoring framework needs to be developed and 
implemented to ensure effective GFRS management oversight.  In addition, the role of the 
second line of defence should be reviewed to consider and determine its corporate oversight 
and challenge role.  Both of these functions should then provide assurance that there is future 
compliance within the Council’s Contract Standing Orders and EU contract regulations. 
 
The assurance provided by the former Chief Fire Officer and Deputy Chief Fire Officer in the 
Fire Assurance Statement 2017-18 that GFRS were compliant with the core principle ‘A’: 
Behaving with integrity, demonstrating strong commitment to ethical values and respecting the 
rule of the law provided false positive assurance as this statement is not compatible with the 
contract processes and sundry expenditure followed as identified by this review. 
 
Internal Audit has raised seven high and one medium priority recommendations to improve the 
control environment.
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Audit Opinions on Risk Management and Control 

The Public Sector Internal Audit Standards require Internal Audit to provide an independent 
opinion on the adequacy and effectiveness of the risk identification processes which 
management has put in place within the area under review, and a sound framework of controls 
is in place to sufficiently mitigate those risks. This opinion feeds into the Chief Internal Auditor’s 
annual opinion on the overall adequacy and effectiveness of the Council’s governance, risk 
management and control environment, which supports the Annual Governance Statement.  

Each report will provide a statement on the levels of assurance that can be given within these 
two areas, evaluated by applying the following criteria:   
 

Assurance 
Levels 

Risk Identification Maturity Control Environment 

Substantial Risk Managed 
Service area fully aware of the risks relating to the area 
under review and the impact that these may have on service 
delivery, other services, finance, reputation, legal, the 
environment, client/customer/partners, and staff. All key risks 
are accurately reported and monitored in line with the 
Corporate Risk Management Strategy. 

 System Adequacy – Robust 
framework of controls ensures 
that there is a high likelihood 
of objectives being achieved 

 Control Application – Controls 
are applied continuously or 
with minor lapses 

Satisfactory Risk Aware 
Service area have an awareness of the risks relating to the 
area under review and the impact that these may have on 
service delivery, other services, finance, reputation, legal, 
the environment, client/customer/partners, and staff, 
however some key risks are not being accurately reported 
and monitored in line with the Corporate Risk Management 
Strategy. 

 System Adequacy – Sufficient 
framework of key controls for 
objectives to be achieved but, 
control framework could be 
stronger 

 Control Application – Controls 
are applied but with some 
lapses 

Limited Risk Naïve  
Due to an absence of accurate and regular reporting and 
monitoring of the key risks in line with the Corporate Risk 
Management Strategy, the Service area has not 
demonstrated an adequate awareness of the risks relating to 
the area under review and the impact that these may have 
on service delivery, other services, finance, reputation, legal, 
the environment, client/customer/partners and staff.   

 System Adequacy – Risk of 
objectives not being achieved 
due to the absence of key 
internal controls 

 Control Application – 
Significant breakdown in the 
application of control 

 
Taking account of the issues identified in this audit, in our opinion, limited assurance can be 
provided that the risk identification arrangements operating within the area reviewed are 
operating as intended.  Limited assurance can be provided that these risks which are 
considered to be material to the achievement of the services objectives for this area under 
review are adequately managed and controlled. 
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Appendix A – Action Plan and Management Response 

This section contains the findings for each audit objective 
along with any recommendations made by Internal Audit to 
strengthen the control environment. The recommendations 
are categorised as follows: 
 

 

Objective:  Expenditure has been subject to the Council’s Contract Standing Orders, Financial Regulations, 
Accounting Instructions and European Union (EU) procurement regulations. 
 
Finding One 
 
The Council’s rules and regulations for procurement have been documented in the Contract Standing Orders and Accounting Instructions No 
1, which is available to all staff on Staffnet (Council’s intranet site).  In addition Commercial Services have also drafted detailed procurement 
guidance on Staffnet. 
 
Procurement guidance states that it is good practice to use ProContract for the provision of works, services and supply under £15,000, but 
over this amount it is mandatory.  In addition ProContract acts as the contract register for the Council, which is made available to the general 
public and business to support its compliance with the Local Government Transparency Code; ‘Local authorities must also publish details of 
any contract, commissioned activity, purchase order, framework agreement and any other legally enforceable agreement with a value that 
exceeds £5,000’. 
 
GFRS officers involved in procurement are required to be fully aware of the Council’s Contract Standing Orders and to utilise Commercial 
Services for advice and support on procurement exercises where required. 
 
A review by Internal Audit of the Council’s ProContract contracts register, which should contain details of all GCC and GFRS contracts, 
established that only four contracts have been registered against GFRS for the period 2001 to March 2019. 
 
Commercial Services also maintain a separate contracts database which highlighted seven current GFRS contracts.  In addition the GFRS 
Contracts and Finance Manager has created a ‘local’ contracts register but this record is currently not up to date. 
 

Priority Description 

High Critical/Major risk exposure which materially impact on the assets, 
reputation, service delivery and objectives of the organisation.  

Medium Moderate risk exposure that impacts on the assets, reputation, 
service delivery and objectives of the organisation. 
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Internal Audit selected three contracts from Commercial Services contracts database to confirm that procurement had been undertaken in 
accordance with the Council’s rules, regulations and guidance.  The results of the tests highlighted the following: 
 
Provision of protective and high visibility clothing 
The contract value, as per Commercial Services contract database, is £600,000 for the period 28th September 2017 to 27th September 2020. 
 
The previous contract with the supplier was terminated at the end of the contract term on 28th August 2017 rather than extended (option 
available in the contract) due to the prohibitive cost of this fully managed service, i.e. provision of uniforms, laundry, maintenance and repair 
service.   
 
The GFRS Senior Leadership Team (SLT) received a report on 24th February 2017 with three options regarding the future supply and 
maintenance strategy for personal protective equipment (PPE) for an interim period until a successful capital funding bid for a technical refresh 
of protective and high visibility clothing was secured.  Three options were given which included providing the contract to the same supplier, 
another supplier and / or GFRS to provide its own internal laundry service.  The SLT approved the same supplier option and GFRS purchased 
protective and high visibility clothing of approximately £30,000 directly from the previous supplier following termination of the managed uniform 
contract.  An agreement was then entered into with the same supplier as part of a short term service level agreement to cover the cleaning, 
maintenance and repair on a ‘pay as you go’ basis. 
 
A report was later produced, following capital funding approval for protective and high visibility clothing, by the GFRS Contracts Manager for 
presentation at the SLT on 9th March 2018.  There were three options in the paper; use of a collaborative framework agreement (only one 
supplier was on the agreement which was the current supplier used by GFRS), explore the market for other supply options or do nothing, with 
the preferred option being to explore the market.  However, the SLT minutes for 9th March 2018 do not indicate the paper was presented for 
discussion and approval. 
 
A revised paper was produced by a different GFRS officer with the same options but the preferred option was changed to use a collaborative 
framework following the end of the interim contract, which was presented to 29th May 2018 SLT and approved. 
 
A procurement exercise was not completed for the interim contract in accordance with the Council’s Contract Standing Orders and it was not 
recorded on ProContract.  Therefore the details of the contract were not made available to the general public to enable the Council to fulfil its 
obligations as part of the Transparency Code.  The interim contract, although approved by the SLT, was not originally submitted to the 
Commercial Assurance Board for consideration and approval. 
 
Road Traffic Collision (RTC) Rescue kit 
The contract value, as per the Commercial Services contract database, is £270,000 for the period 1st August 2017 to 31st March 2018. 
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Four suppliers were invited to attend an evaluation day on 12th January 2016 to provide a presentation and practical demonstration of their 
battery and hydraulic rescue kit where they were assessed and scored by GFRS officers.  Following this evaluation the suppliers were then 
requested to provide prices and further information in February 2016. 
 
A paper was produced by the GFRS Contracts Manager and presented to 23rd February 2016 SLT summarising the scores attributed to the 
supplier demonstrations, prices and a recommendation to enhance the current rescue capabilities with battery operated rescue tools.  The 
paper highlighted that there was one supplier’s battery rescue kit that performed better than the other suppliers and the financial offering was 
also advantageous. The SLT ‘approved further work to be performed on the rescue kit strategy to include other specialist appliances and their 
future use’. 
 
A review of this procurement exercise by Internal Audit established the following issues: 

 The evaluation day was more representative as a tendering exercise rather than just ‘market testing’ as it involved a comprehensive 
assessment and evaluation of the four suppliers’ offerings and incorporating their prices.  As such the Council’s procurement rules and 
regulations and European Union (EU) procurement regulations should have been strictly followed, e.g. use of ProContract, formal 
invitation to tender document issued to suppliers, formal evaluation of tenders, etc.; 

 The Commercial Services Board approved on 20th October 2016 the ‘open procedure to establish a single supplier framework for this 
rescue equipment’.  However, the former Chief Fire Officer approved a Single Supplier Approval form on 26th April 2017 for the award of 
the contract to the supplier highlighted in the SLT paper of 23rd February 2016.  However, this approval was retrospective and the 
approval for a ‘single supplier’ was not appropriate as there was evidence (as detailed above) that at least four suppliers were able to 
offer a product; 

 The procurement documentation is held by the Contracts Manager in hardcopy and electronic form rather than in a central location 
namely ProContract and therefore there is a risk these documents could be lost or destroyed.  Council retention policy is that tender 
documents should be retained for six years plus the current financial year; and 

 Internal Audit was unable to locate the formal contract between the Council and the supplier.  In addition Legal Services advised 
Internal Audit that they did not provide advice in connection with the contract. 

 
Breathing apparatus and related equipment and services 
The contract value, as per Commercial Services contract database, is £920,880 for the period 1st November 2016 to 31st March 2022. 
 
A mini competition process was undertaken collaboratively by GFRS and Avon Fire Authority using the Devon and Somerset Fire and Rescue 
Service framework agreement that also provided procurement support.  In addition Commercial Services also provided support to GFRS 
during the procurement process. 
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The high level review of the procurement process by Internal Audit established that it had been appropriately performed.  However, the 
contract has not been recorded on ProContract contracts register to enable the Council to fulfil its obligations as part of the Transparency 
Code.    
 

No. Recommendation Risks Agreed Action 

1 (H) All GFRS officers involved in the tendering, 
procurement, ordering and payment of goods 
/ expenditure should be made fully aware of 
The European public contracts directive, the 
Council’s Contract Standing Orders, 
Commercial Services ‘How to procure at 
GCC’ guidance and provided with further 
procurement training by Commercial Services. 
 
A review of procurement roles and 
responsibilities at GFRS should be 
undertaken by the Principal Officers to 
establish whether there should be a ‘subject 
matter expert’ for general contracts, which 
could provide dedicated support for GFRS 
officers.  In addition this role could enhance 
the ‘first line of defence’ by providing further 
‘checks and balances’ and supporting the 
second line of defence.  
 

Non-compliance with The European 
public contracts directive impacting on the 
loss of commercial integrity, penalties / 
fines from the regulator and reputational 
damage. 
 
Non-compliance with Council policies 
impacting on potential fraud, bribery and 
corruption.  
 
Inability to evidence decisions in the 
event of a supplier challenge. 
 
Non-compliance with the Local 
Government Data Transparency Code. 
 
 

Training requirements will be reviewed and 
commissioned accordingly.  

Person Responsible Due Date 

Chief Fire Officer 
Head of Commercial 

By 31st December 
2019 
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No. Recommendation Risks Agreed Action 

2 (H) A review of all supplier expenditure for 2014-
15 to date by type and supplier should be 
undertaken, with support from Commercial 
Services, to establish the existence of formal 
contracts with suppliers and to: 

 Confirm that the contracts are still 
current, appropriate and in accordance 
with the Council’s and GFRS 
requirements; 

 Consult Legal Services to ensure that 
the contracts are appropriate, cover all 
liabilities and legally binding; and 

 Record details of the contracts on 
ProContract to confirm visibility, 
monitoring and publication on the 
ProContract contracts register to 
ensure the Council complies with the 
Local Government Transparency Code.  

 

Non-compliance with Council policies and 
relevant legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
Lack of formal contracts exposures the 
council to potential liabilities.  
 
Value for money is not achieved resulting 
in increased costs to the Council. 
 
Inappropriate suppliers are 
commissioned. 
 
Inability to evidence allegations of 
potential bribery and corruption. 
 

There is limited value in looking at 
retrospective spend and we would not be 
able to alter existing contracts. The review 
will focus on supplier expenditure to date in 
2019-20. However, ProContract should be up 
to date as the single point of fact and 
reviewed to inform planning ahead of 
contract expiry. 

Person Responsible Due Date 

Finance liaison and 
Compliance Manager 
GFRS Strategic 
Leadership Team  

31st December 2019 

 

 
Finding Two 
 
Internal Audit obtained a report from Strategic Finance that detailed all GFRS expenditure for the financial years 2014-15 to 2018-19 
(December 2018).  Four general ledger account codes were selected by Internal Audit and from these a selected sample of 11 suppliers (total 
value of expenditure for the audit period of approximately £1,100,000) chosen to establish the total value of expenditure and confirmation of 
the procurement exercise in accordance with the Council’s Contract Standing Orders and procurement guidance. 
 
The results of the review established the following: 

 ProContract was not used for any of the 11 suppliers and their contracts are not recorded on the Council’s ProContract contracts 
register.  Therefore the Council has not satisfied its obligations as part of the Local Government Transparency Code; 

 GFRS officers were unable to confirm or provide a formal contract between the Council and supplier for seven of the suppliers; and 
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 Internal Audit was unable to confirm from discussions with GFRS officers that the Council’s rules, regulations and guidance and 
European Union (EU) procurement regulations had been fully complied with particularly relating to the identified seven suppliers. 

 
There are contracts in place between the Council and four remaining suppliers, but the following issues were identified by Internal Audit: 

 The contract with one Information Communication and Technology (ICT) supplier ended in May 2017.  There was no specific option in 
the contract to extend the term but two one year extensions to the contract were incorrectly made by GFRS.  Current GFRS 
management are aware of the issue and have been in consultation with Commercial and Legal Services to correct the position.  This 
has resulted in a direct award for £54,000 for one year to the current supplier to allow for time to run a mini competition with suppliers 
on a framework agreement; 

 The contract with one ICT supplier ended on 1st September 2018, but the contract allows for the contract to continue from one year to 
the next unless either party provides 12 months written notice of its intention to terminate the agreement. This type of contract, in 
Internal Audit’s opinion, does not allow for competition or ensure that the Council receives value for money if the contract is allowed to 
continually remain.  Current GFRS management are aware of the issue and have received support from Legal Services who are in the 
process of drafting a variation to the contract to enable GFRS to undertake a procurement exercise; and 

 Two separate contracts with the same ICT supplier both allow for the contracts to be extended subject to appropriate written notice and 
acceptable terms for both parties.  However, the contracts do not state for how long or how many times the contract can be extended.  
Details of the contracts are as follows: 
- The contract for mobile data terminals indicates that the contract is for five years ending in June 2020; and 
- The contract for incident recording system ended on 31st March 2018, but the SLT approved the extension of the contract for a 

further period until 31st March 2020 to enable time for a review and consideration of all available options.  Although the extension 
agreement agreed by the supplier and signed by the previous Assistant Chief Fire Officer states that the contract will be extended 
from 16th September 2018 to 31st March 2020, the wording of the contract states the contract will be extended for a further period of 
three years, i.e. to 15th September 2021.  The GFRS Contracts and Finance Manager identified this error following a request by 
Internal Audit for the extension document and she is now in contact with the supplier to clarify the position.  
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No. Recommendation Risks Agreed Action 

3 (H) As part of the same review above GFRS 
officers should, with support from Commercial 
Services, establish all cases where a 
quotation or tendering exercise should now be 
undertaken to ensure future compliance with 
the Council’s Standing Orders and EU 
contract regulations. 
 

Non-compliance with Council policies and 
legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
Value for money is not achieved resulting 
in increased costs to the Council. 
 
Inappropriate suppliers are 
commissioned. 
 
Lack of formal contracts exposures the 
council to potential liabilities.  
 
Inability to evidence allegations of 
potential bribery and corruption. 
 

As above the will focus will be on 
procurement to date in 2019-20. 
 
 
 
 
 

Person Responsible Due Date 

Finance liaison and 
Compliance Manager 
GFRS Strategic 
Leadership Team 

31st December 2019 

 
 

Finding Three 
 

Commercial Services undertake high value procurements above the Official Journal of the European Union (OJEU) threshold level and 
individual staff in Service areas are required to undertake procurement below this level.  An oversight role of expenditure should also be 
undertaken by subject matter experts (sourcing pools) who perform part of the Council’s procurement function / process using SAP.  
Commercial Services will provide support when requested to individual officers and sourcing pools for procurements below the OJEU 
threshold level although according to the Head of Commercial Services they are not resourced to provide detailed support.   
 
GFRS does have their own sourcing pool, relating to specific expenditure types, e.g. furniture, equipment and tools, clothes, uniform and 
laundry, etc., and currently has an officer on the ICT sourcing pool, which has not afforded independent and robust challenge.  In addition 
discussions with other Council sourcing pools for GFRS expenditure indicate that they are also not providing effective oversight and robust 
challenge in respective of procurement arrangements. 
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No. Recommendation Risks Agreed Action 

4 (H) A review of the second line of defence role 
and responsibilities should be undertaken to 
establish whether the Council’s current 
procurement oversight, challenge, support 
and monitoring function(s) is adequate to 
achieve the principles and application of an 
effective and robust three lines of defence 
model.  The results of this review should then 
be implemented. 

Non-compliance with Council policies and 
relevant legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
Lack of corporate oversight and challenge 
impacting on the inability to provide 
assurances that contracting 
arrangements are operating in 
accordance with procurement legislation 
and the Council’s Contract Standing 
Orders.  

For below OJEU threshold, a review will be 
undertaken and recommendations made on 
improving controls. Discussions have already 
taken place between Finance, Commercial 
and BSC on this.  The sourcing pool principle 
will be reviewed and updated and 
appropriate training given to staff. 

Person Responsible Due Date 

Head of Commercial 31st October 2019 

 
 

Objective:  Expenditure is in accordance with Council and local policies and procedures supported by supplier 
receipts, for valid business purposes, and have been correctly authorised. 

Finding Four 
 
Internal Audit selected a sample of 85 transactions totalling approximately £230,000 from general ledger reports provided by Strategic Finance 
for the financial years 2014-15 to 2018-19 (December 2018) to confirm that expenditure was coded to the correct general ledger account, 
business legitimate and appropriate.  The results of Internal Audit review of the transaction highlighted the following: 
 
25 items of expenditure totalling approximately £60,000 were incorrectly analysed to an inappropriate general ledger account as follows: 

 Fifteen items of expenditure totalling £31,769.22 relating to capital expenditure (details noted below), uniforms, bottled drinking water, 
engraved awards, etc. had been coded to the general ledger account Furniture, Equipment and Tools; 

 Two items of expenditure totalling £945 for a coaching session on 2nd September 2015 and for the hire of the mobile crazy golf and 
inflatable golf game to promote the Skillzone on 2nd June 2016 were both coded to the Professional Fees general ledger account; 

 Two invoices for a bouquet of flowers totalling £145.84 were coded to the Grounds Maintenance general ledger account; 

 One invoice from the Scottish Fire and Rescue Service in June 2016 for £300 relating to the St Andrews ball was coded to the Training 
general ledger account; 
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 The purchase of an IPhone for the previous Assistant Chief Fire Officer for £875 in February 2018 was coded to the Computer Costs 
rather than Mobile Telephony – rental, calls and purchases; 

 An invoice for assorted banners for on call firefighter promotions totalling £1,392 was coded to the Premises Repairs and Maintenance 
rather than Advertising and Marketing or Recruitment Advertising; and 

 Capital expenditure relating to the refurbishment of the former Chief Fire Officers room (two invoices) and alterations to the meeting 
office totalling £22,326.81 in 2017-18 and 2018-19 were coded to a revenue account; Premises Repairs and Maintenance. 

 

The Nolan Principles set out the Seven Principles of Public Life covering selflessness, integrity, objectivity, accountability, openness, honesty 
and leadership to improve standards of behaviour in public life.  The following items of expenditure may not be considered appropriate use of 
public money and / or legitimate business expense: 

 A supplier for GFRS, who is based in Ayrshire Scotland, arranged and paid for hotel accommodation for the former Chief Fire Officer 
and his partner for two nights in November 2015 to attend the St Andrews ball.  The supplier later invoiced and were paid by GFRS for 
£441.25 including VAT representing the accommodation that they had arranged; 

 In April 2016 the Scottish Fire and Rescue Service invoiced GFRS £300 for a St Andrews Ball event in 2016; and 

 GFRS was charged a total of £425, which represented £25 per head catering for fire crews attending the four days of the 2016 
Cheltenham Racecourse festival.  There is a lack of information to confirm which officers this relates to or whether this cost was 
recharged to the Racecourse.  In addition the Council’s policy relating to subsistence does not specify the financial level of subsistence 
that is acceptable for staff. 

 

No. Recommendation Risks Agreed Action 

5 (H) All GFRS budget holders should be reminded 
of the updated version of Accounting 
Instruction No. 1 and Shopper guidance in 
particular relating to confirming that 
expenditure is coded to the correct general 
ledger account, expenditure is appropriate 
and business legitimate. 

 

Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 
Transactions have not been correctly 
accounted for / coded resulting in 
irregular transactions being hidden and 
financial misstatements. 

Budget holder training is underway and will 
continue.  Monitoring and controls will be 
established to ensure second line of defence 
and effective compliance. 

Person Responsible Due Date 

Finance liaison and 
Compliance Manager 
 

31st December 2019 
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Finding Five 
 

In the main GFRS officers have been issued with older generation IPhone mobile phones, which meet the Service’s requirements.  However, 
the previous Principal Officers were from 2015-16 to 2017-18 frequently furnished with upgraded IPhone mobile phones on a regular basis, 
which may not satisfy the Nolan principles and appropriate use of public money. 
 
Although the Council has a documented mobile communication device policy it does not include GFRS who are, as a ‘blue light’ service, 
expected to operate their own policy.  However, at the time of this audit Internal Audit was unable to establish that a GFRS policy had been 
formally drafted, published and approved. 
 

No. Recommendation Risks Agreed Action 

6 (H) GFRS should formally document and approve 
its policy for mobile communication devices or 
adopt the Council’s policy and make available 
to all staff.  In particular the document should 
detail the mobile phone specification and 
replacement frequency that is appropriate for 
the Service and officer requirements. 

Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 
Inconsistent approach to required 
specification applied across GFRS 
impacting on potential negative staff 
morale. 

Revised mobile device policy to be produced 
to include standardised requirements, 
specification and replacement of devices. 

Person Responsible Due Date 

Head of ICT 
 
 

30th September 2019 

 

 

Finding Six 
 
Uniforms and clothing (non PPE clothing) have also been purchased by GFRS for operational and non operational support staff from several 
suppliers for the period 2014-15 to 2018-19 (up to December 2018).  The total value of expenditure for the period posted to the clothes, 
uniform and laundry general ledger account (excluding the suppliers for the PPE contract) was approximately £270,000 and included officers 
formal clothing of approximately £13,000 for 12 officers purchased during 2017-18 and 2018-19. 
 
The Commissioning Director has stated that it is the Council’s policy for GFRS to be a ‘uniformed service’ and that it is replicated across many 
fire and rescue services. In addition he also believes that The National Joint Council for Local Authority Fire and Rescue Services, Scheme of 



Gloucestershire County Council – July 19 

 

010605/19/006: GFRS Procurement v2 Final 
OFFICIAL 

16 

 

Conditions of Service (‘Grey’ and ‘Gold’ Books – operational officers only) provide support for uniforms to be provided and paid for by the fire 
authority.    
 

A review of the ‘Grey’ and ‘Gold’ books by Internal Audit could not confirm specific guidance for operational staff uniforms, but the scheme 
does provide the option for a fire and rescue service to develop and agree their own local scheme of arrangements.  There is also reference 
made in the ‘Grey’ book that the national terms and conditions of employment relates to uniformed employees.  Internal Audit was unable to 
formally agree the uniformed arrangements for non operational support staff (‘Green’ book). 
 

There is no documented and approved local scheme of arrangements relating to the provision of operational and non operational support staff 
uniforms and clothing, which would have provided further clarification and approval to the National Joint Council ‘Grey and Gold’ books’ and 
the Council’s ‘Green’ book.  However, GFRS management have documented a Service Policy for uniforms, personal appearance and 
standards of dress, which has been made available to all staff. 
 

No. Recommendation Risks Agreed Action 

7 (H) A full review of the provision of uniforms and 
clothing (excluding PPE clothing) should be 
undertaken to establish whether the current 
arrangements remain appropriate and achieve 
best use of public money.  In particular the 
review should focus on the number of items of 
clothing, type of clothing, arrangements for 
their issue and whether non operational 
support staff should receive paid uniforms / 
clothing / shoes. 
 

The most appropriate decision making 
process / body should be considered in 
consultation with the Monitoring Officer, Head 
of Human Resources and Head of Legal 
Services. 
 

A local scheme of arrangement for uniforms 
and clothing following the above review 
should be developed, documented, subject to 
appropriate approval and implemented. 

Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 

Inconsistency in approach in providing 
uniforms to officers impacting on a 
perceived benefit to selected staff. 
 

Possible Her Majesties Revenue and 
Customs implications for officers and the 
Council. 

Guidance on executive decision-making is 
clear. GRFS will consult as necessary.  A 
review of the standards of dress policy within 
GFRS will be undertaken with appropriate 
consultation and oversight. 

Person Responsible Due Date 

Head of Fleet and 
Equipment 

31st December 2019 
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Finding Seven 
 

The Council’s policy (Accounting Instruction No. 1) states that ‘where possible all orders should be raised in advance on SAP with the 
exception of item on the published SAP order exception list’. The link to this list embedded in the Accounting Instruction does not operate.  
However, the exceptions mainly relate to petty cash, procurement cards, etc.  For the audit period there was approximately 4% by both 
number and value that did not have a purchase order and did not form part of the exceptions. 
 
Although the percentage is low further effort should be made by GFRS to reduce this further to ensure that commitments are promptly 
accounted for and budget monitoring and forecasting are effective. 
 
Strategic Finance are currently reviewing the use of purchase orders across the Council and is considering various options to ensure the 
maximum use of purchase orders, which also involves setting a de-minimis level for when a purchase order is raised.  No recommendation 
has been raised by Internal Audit. 
 

During the period 2015-16 to 2018-19 (information not available for 2014-15) GFRS raised approximately 1,000 retrospective purchase orders, 
totalling approximately £3,000,000 i.e. the purchase order was raised after the goods have been received or the service provided completed.  
Retrospective purchase orders should only be raised in emergency situations or when it is impossible to raise a purchase order upfront and 
therefore their use should be minimal. 
  

No. Recommendation Risks Agreed Action 

8 (M) GFRS should review the use of retrospective 
purchase orders and for the future reduce 
these to a minimum. 

Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 
Financial commitments are not promptly 
understood resulting in adverse budget 
variances. 

These will be reviewed. 

Person Responsible Due Date 

Head of Commercial 31st October 2019 

 

 


